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DETAILED ACTION 

1 . This action is in response to the amendment filed April 9, 2007. 

2. Claim 44 has been amended. 

3. Claims 28-31 and 34-65 have been examined and are pending with this action. 

EXAMINER'S AMENDMENT 

4. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

5. Authorization for this examiner's amendment was given in a telephone interview 
with Andy Mu (Reg. No. 58,216) on April 17, 2007. 

6. The application has been amended as.follows: 

28. (Currently Amended) A method for Soour e Sock e ts Layer (SSL) clust e r e d 
acc ele rat i on, comprising the steps of: 

connecting at least two Secure Sockets Laver fSSL) SSL relays in a cluster; 
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establishing a communication path between a first node and a second node via a 
first SSL relay of the cluster, wherein the communication path includes an SSL 
connection between the first node and the first SSL relay; 

transferring infomnation between the first node and the first SSL relay, wherein 
the transferred information relates to a communication from the first node to the second 
node and wherein the transferred information includes a record; 

transferring the information between the first SSL relay and the second node; 

and 

clustering state information of the communication path when the record has been 
acknowledged by the second node, the clustering comprising sharing the state 
information between the first SSL relay and at least a second SSL relay of the cluster, 
wherein the second SSL relay is capable of taking over communications between the 
first and second nodes upon failure of the first SSL relay. 

44. (Currently Amended) A system for o l ustorod S e cur e Sock e ts Lay e r (SSL) 
acc el erat i on comprising: 

a Secure Sockets Layer (SSL) relay cluster comprising at least two SSL relays, 
wherein the SSL relay cluster is configured to: 

establish a communication path between a first node and a second node 

yia a first SSL relay of the cluster wherein the communication path includes an 

SSL connection between the first node and the first SSL relay; 
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transfer information between the first node and the first SSL relay, wherein 
the transferred information relates to a communication from the first node to the 
second node and wherein the transferred information includes a record: 

transfer the information between the first SSL relay and the second node: 

and 

cluster state information of the communication path when the record has 
been acknowledged by the second node, the clustering comprising sharing the 
state information between the first SSL relay and at least a second SSL relay of 
the cluster, wherein the second SSL relay is capable of taking over 
communications between the first and second nodes upon failure of the first SSL 
relay. 

a first nod e ; 

a s e cond nod e ; and 

an SSL r e lay c l ust e r for connect i ng th e first nodo and tho second nod e 
compr i s i ng: 

a first SSL r el ay configur e d to c l uster an SSL c li ent handohako fo l low i ng 
r e c e ption of th e SSL c lie nt handsh a k e from th e first nod e ; and 

a second SSL r el ay configured to transm i t an acknow l odgmont to th e first 
SSL r el ay aft e r rec ei v i ng updat e information from tho first SSL ro l ay, 

whoroin th e first SSL r e lay is furth e r configured to transm i t a handshak e 
acknow l edgm e nt m e ssag e to the first nod e follow i ng rocoption of th e 
acknow l edgm e nt from the second SSL relay. 
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46. (Currently Amended) A computer readable storage medium storing 
computer readable instructions that, when executed by a processor, perform a method 
comprising: 

establishing a connection between a first node and a second node via a first 
Secure Sockets Layer (SSL) SSt relay of an SSL relay cluster, wherein said SSL relay 
cluster comprises at least two interconnected SSL relays and wherein the connection 
includes an SSL connection between the first SSL relay and the first node; 

receiving a data communication from the first node, wherein at least a portion of 
the data communication is structured as a record; 

transmitting the data communication to the second node; 

receiving a first acknowledgment from the second node, wherein the first 
acknowledgment acknowledges the record; 

following reception of the first acknowledgment, clustering state information of 
the established connection with at least a second SSL relay of the SSL relay cluster; 
and 

receiving a second acknowledgment from the at least second SSL relay in the 
SSL relay cluster confirming successful clustering. 

47. (Currently Amended) The computer readable storage medium according to 
claim 46, wherein the second SSL relay assumes the first SSL relay's responsibilities 
upon failure of the first SSL relay. 



Application/Control Number: 10/091,479 
Art Unit: 2155 



Pages 



48. (Currently Amended) The computer readable storage medium according to 
claim 46, wherein the first node comprises a client and the second node comprises a 
server. 

49. (Currently Amended) An Secure Sockets Layer (SSL)- SS4= relay , th e SSL 
r ela y conn e cted i n a c l ust e r of SSL r ela ys, comprising: 

a first interface for transferring information between a first node and the SSL 
relay, wherein the SSL relay is connected in a cluster of SSL relays and w herein the 
first interface includes an SSL connection between the first node and the SSL relay and 
wherein the information includes record formatted data; 

a second interface for transferring the information between a second node and 
the SSL relay; 

a third interface for transferring state infonnation between SSL relays in the 
cluster when the record formatted data has been acknowledged by the second node; 
and 

a storage device, wherein state information of an SSL connection between the 
first node and the SSL relay is shared across each SSL relay in the cluster, any of the 
SSL relays in the cluster capable of taking over all connections of another SSL relay in 
the cluster, wherein the storage device is further configured to store the transferred 
information in a queue until acknowledgement is received from the second node. 
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55. (Currently Amended) The method of claim 28, further Including the stops of : 
setting a timer when the record is read, wherein the record is a partial record; and 
clustering the partial record if the timer expires. 

57. (Currently Amended) The method of claim 28, further including th e st e p of 
storing an unacknowledged portion of the information transferred between the first SSL 
relay and the second node in a queue. 

59. (Currently Amended) The system of claim 44, wherein the updat e state 
information includes at least one of: a new TCP state, a current value of SSL 
handshake hashes and a handshake to enter Upon failover. 

60. (Currently Amended) The system of claim 44, wherein the handshak e 
acknowl e dg e m e nt messag e i ncludes at l east on e of a s e rv e r handshak e and a s e rv e r 
handshak e complet i on m e ssag e first SSL relay is configured to transmit a handshake 
acknowledgment message to the first node . 

61 . (Currently Amended) The system of claim 60, wherein the handshake 
acknowledgment message includes at least one of: a server handshake and a server 
handshake completion message, f i rst nod e is configur e d to transm i t a k e y e xchang e 
m e ssag e once th e s e rv e r handshak e compl e tion m e ssag e is r e c ei ved. 
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62. (Currently Amended) The computer readable storage medium of claim 46, 
further comprising additional instructions fo r p e rform i ng th e steps of : 

setting a timer when the record is read, wherein the record is a partial record; 
and clustering the partial record if the timer expires. 

63. (Currently Amended) The computer readable storage medium of claim 62, 
wherein the timer corresponds to two times a packet interval time. 

64. (Currently Amended) The computer readable storage medium of claim 46, 
further including th e st e p of instructions for storing an unacknowledged portion of the 
data communication in a queue. 

65. (Currently Amended) The computer readable storage medium of claim 64, 
wherein the data communication is stored in the queue with a cipher state associated 
with the record. 

Allowable Subject Matter 
7. Claims 28-31 and 34-65 are allowable over prior art of record and in light of the 
arguments presented in Amendment After Final filed April 9, 2007 and the Examiner's 
Amendment above. 



8. 



The following is an examiner's statement of reasons for allowance: 
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The prior art of record does not disclose, teach, or suggest neither singly nor in 
combination the claimed limitation of "clustering state information of the communication 
path when the record has been acknowledged by the second node, the clustering 
comprising sharing the state information between the first SSL relay and at least a 
second SSL relay of the cluster" as recited in independent claim 28 and similarly recited 
in independent claims 44, 46, and 49. 

9. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Conclusion 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael Y. Won whose telephone number is 571-272- 
3993. The examiner can normally be reached on M-Th: 7AM-5PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Saleh Najjar can be reached on 571-272-4006. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300, 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more infomriation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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